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Who we are:
A Global Network

Internet Solutions Kenya is the leading and most reliable converged 
Communication and IT infrastructure service provider in East Africa. 

Internet Solutions is fully owned by Dimension Data Group (DD) which 
has a global asset base of over US$ 100 Billion. Dimension Data Group is 
owned by NTT Group. 

Started back in 1993, Internet Solutions entered the East African market 
in 2006 through multiple acquisitions including Interconnect Limited, 
AccessKenya and Continuity East Africa which were some of the largest 
ISPs in the market.

Internet Solutions leverages global infrastructure partnerships and 
footprint to support organizations with the rapid deployment of emerging 
technologies. 
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Managed Data Backup

MAKING BUSINESS 
CONTINUITY A 
REALITY
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    profiling and filters to do this 
    automatically, based on file 
    name or file type, so there’s 
    no risk of missing important 
    files) they also choose 
    backup schedules for 
    different types of data, from 
    on-the-minute to on-demand 
    and everything in between.

•  All backups then run 
    automatically according to 
    the schedule. Data is 
    encrypted using 256Bit 
    advanced encryption 
    standard and sent to a 
    storage platform on your 
    local server or an Internet 
    Solutions server (shared or 
    dedicated).

•  Retrieving data from the 
    platform is easy. In just a few 
    steps – and with minimal 
    disruption – it can be restored 
    to the original server or 
    another server.

•  Backups are scheduled to 
    run automatically and data is 
    stored securely on a storage 
    platform

•  Data is encrypted and stored 
    at two geographically 
    separate Internet Solutions 
    data centres

•  Bandwidth required between 
    data centres is included in the 
   product

•  Data can be restored quickly 
    to any previously backed-up 
    state

•  You can restore data ranging 
    from individual files to full 
    image level restores (VMDK, 
    VHD)

•  Administrators, or users 
    themselves, choose which 
    files and folders to back up. 
    (administrators can use  

Secure Automated backup

Important data can be backed 
up regularly and securely, so 
your information assets aren’t 
at risk

It’s easy to choose which files 
and folders to back up

It’s also easy to choose and 
change backup schedules for 
different data types

Use the automated system 
reports and backup and restore 
logs to manage the process 
effortlessly

Introduction 

As more people access a growing number of work applications 
from multiple devices, there’s a greater risk of losing important 
data. Of course, you can’t prevent every theft, virus, human error 
or hardware failure that leads to a loss or corruption of data. You 
can, however, have a good backup and recovery process that 

prevents these disruptions from becoming disasters.

With IS Back Up Pro, it’s easy to manage the simultaneous backup 
and recovery of data – both inside and outside the corporate 
network– for multiple users running different operating systems 

on desktops, laptops and servers.

You’ll be able to quickly recover any work lost, so business 
can go on as normal. You’ll also mitigate the risks 

associated with manual tape backups and 
off-site storage.

HOW THE SERVICE WORKS

WHAT IS THE VALUE 
PROPOSITION OF THE 
SERVICE?
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First File Recovery 

Administrators can recover 
any number of backed-up files 
almost instantly

Users themselves can also 
control backups for their 
desktops and laptops, and 
restore lost work without having 
to ask the IT administrator for 
help

People can continue working 
soon after an interruption, as 
the IS Back Up Pro recovery 
time objective is very low

Smart Backup Solution

Tools, such as bandwidth 
throttling and advanced 
scheduling for larger data 
transfers, improve the backup 
process

Synthetic full backup 
technology minimizes data 

transfer, as only changes to 
files are backed up

Individual file de-duplication 
means just  one copy of each 
file is stored across multiple 
accounts

Together, these processes 
free up disk space, decrease 
bandwidth use and allow for 
faster, more efficient backups

PRODUCT OFFERING

Server Edition 

Secure, automated backup 
for data stored on corporate 
servers. The administrator has 
full control over restoring and 
backing up files

Desktop / Laptop Edition 

Secure, automated backup for 
data stored on desktops and 
laptops, both at the office and 
at remote sites. Administrator 
and users can choose and 
restore backup



Managed E-mail Services

EMAIL ARCHIVING-AS-A-SERVICE

EMAIL BRANDING-AS-A-SERVICE

EMAIL SECURITY-AS-A-SERVICE 

EMAIL AS-A-SERVICE 
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Introduction 

Organizations rely on E-mail Archive to securely 
archive millions of emails for long-term retention. 
E-mail Archive integrates with all popular email 
systems to seamlessly archive all incoming, outgoing, 
and internal email. As Kenyan telecommunications 
law governing digital communication continues to 
evolve, E-mail Archive gives businesses, bound by 
legislation and compliance requirements, the peace 
of mind that their email data integrity is guaranteed 
for accountability, auditing, and discovery purposes.

•  Easy-to-use web interface 
    ensures quick and easy 
    archive search functionality   
    that allows emails to be 
    viewed, printed or restored

•  Exceptionally fast search 
    and retrieve capability 
    produces results in seconds

•  Advanced discovery 
    supports searches within 
    multiple attachment types 
    (e.g. Word, Powerpoint, RTF, 
    PDF and ZIP)

•  Painless data ingestion from 
    existing email servers such 

    as Exchange and desktop 
    clients (including Outlook)

•  Tamper-proof email archive 
    with an audit trail of all 
    system activities

•  Unlimited storage with a 10-
    year retention period 
    ensures that all business-
    critical emails are securely 
    archived

•  Maximum control over 
    inbound, outbound and 
    internal communications for 
    record retention, regulatory 
    compliance, disaster 

    recovery, litigation and 
    discovery purposes

•  Secure Email Functionality 
    as archived emails are 
    encrypted using triple DES 
    encryption and stored in 
    their own isolated 
    application instance

•  Multiple email system 
    support including Microsoft 
    Exchange 2003 /2007/2010 
    /2013, Lotus Notes, Zimbra, 
    Postfix, Sendmail, Qmail, 
    iMail, AXIGen, Communigate 
    Pro, Neon Insight and others

WHAT ARE THE BENEFITS OF CLOUD BASED EMAIL ARCHIVE?

WHAT IS THE VALUE PROPOSITION OF THE SERVICE?

Pay-as-you-grow and remove the expense of hardware or software 
licenses, while only paying for what you need

Reduced storage needs achieved by supporting all email platforms 
to dramatically reduce your email storage needs

Scalable email solution that grows with your business as your needs 
evolve, without the additional cost to you

EMAIL ARCHIVING-AS-A-SERVICE



Emails offer a powerful and cost effective method 
of promoting your company’s products and 
services to a targeted audience. With E-mail 
Branding, marketing managers are able to set up 
communication campaigns on a company, division, 
or user level to promote information applicable to a 
selected audience.

E-mail Branding embeds linkable promotion 
banner images to all outbound emails, driving 
awareness and traffic to websites or promotional 
landing pages and removes the guesswork from 
marketing efforts through real-time reporting.

Additionally, E-mail Branding manages the 

•  Grow Brand Uniformity through consistent 
    corporate identity, company-wide email signatures 
    and disclaimers

•  Effective Marketing extends company reach and 
    creates new opportunities with each outbound email

•  Drive Website Traffic with clickable banners   
    embedded into every email sent

•  Scheduled Campaigns allow marketing staff to 
    better plan and manage customer and prospect 
    communication

•  Targeted Campaign Functionality ensures that 
    individual campaigns are created and triggered 
    for specific recipient domains, further targeting 
    audience communication

•  Build Meaningful Marketing by using the dashboard 
    reports to provide campaign analysis, delivery & 
    performance reports to improve the campaign

•  Cross Platform Integration means 
    E-mail Branding works on all popular 
    mail servers and clients

•  No Additional Hardware or Software

•  Peace-of-Mind Service and 
    Maintenance offered 24x7 by our 
    highly skilled support staff

•  Central Administration removes the 
    administrative pain of dealing with 
    multiple campaigns, signatures and 
    branding activities

•  Increased Flexibility to manage 
    your marketing content by 
    associating specific categories using 
    the smart tag functionality

•  Branding Verbosity allows you to 
    decide if signatures or banners 
    appear on replies and forwards

WHAT ARE THE BENEFITS OF EMAIL 
BRANDING?

WHAT IS THE VALUE PROPOSITION 
OF THE SERVICE?

EMAIL BRANDING-AS-A-SERVICE

application of consistent company-wide signatures 
with the freedom to customise styles, layout and 
the inclusion or exclusion of signature fields on an 
email address level.

The signature manager ensures that the corporate 
email disclaimer is set and attached to all your 
emails, ensuring legal compliance.

The online dashboard ensures that campaigns are 
easily created, managed and reported on from 
a single location. Campaigns consist of single 
or multiple banner images and can be set up in 
advance with a start and end date, or created on 
the fly without an end date

Introduction
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    to multiple concurrent virus 
    scanners automatically 
    updating themselves with 
    the latest malware and virus 
    signatures, preventing viruses 
    from reaching your network

•  Advanced detection 
    techniques identify over 
    95% of spam using multiple 
    techniques, including highly 
    advanced heuristics, Optical 
    Character Recognition 
    (OCR) and other sophisticated 
    methodologies

•  Highly configurable 
    service allows for the use 
    of thousands of different 
    rules and configurations for 
    any combination of users or 
    domains

•  Enhanced control with the 
    ability to specify multiple mail 
    routing destinations

•  Better insights with 
    administrators able to test the 
    availability of the remote 
    email server

•  Advanced diagnostics allow 
    administrators to quickly 
    detect where possible   
    breakages in the email chain 
    exists for faster issue 
    resolution

•  Quick and easy mail 
    quarantine administration that 
    saves quarantined emails for 
    up to 30 days for later 
    analysis

•  Added redundancy ensures 
    that even if your infrastructure 
    is down, email is spooled on 
    Secure e-mail servers for 14 
    days

| 13 |

EMAIL SECURITY-AS-A-SERVICE 

Introduction 

First generation email security solutions, desktop software, servers and gateway applications are not 
capable of an effective pre-emptive response to the aggressive tactics virus propagators and spammers 
use to infiltrate corporate networks and email servers.

Secure e-mail incorporates an array of anti-virus, anti-spam, content control and anti-phishing 
technologies that act as the first line of defence between the public Internet and your company’s email 
servers.

With our proactive Software-as-a-Service approach to email security, Secure e-mail is a counter against 
new viruses and spamming tactics as they emerge around the world, and filters email-borne spam and 
viruses before they reach corporate networks, 24x7x365

WHAT ARE THE BENEFIT OF CLOUD 
BASED EMAIL SECURITY?

•  Email protection ensures 
    that end users are safe from 
    spam, phishing and email-
    borne viruses

•  No installation and easy to set 
    up with simple DNS 
    mail record (MX) changes, 
    businesses are set up and 
    protected in less than 24hrs

•  Secure, powerful and user-
    friendly administration 
    interface provides detailed 
    management reports and 
    statistics

•  Hassle-free administration 
    means no more patches 
    or downloading software. 
    Secure e-mail takes care 
    of the software and services 
    while IT enjoys the protection 
    provided 

•  Secured networks due 



WHAT IS THE VALUE PROPOSITION 
OF THE SERVICE?

•  No upfront investment as secure e-mail is 
    delivered as a cloud service. No additional 
    software or additional infrastructure investment 
    is required

•  Save bandwidth costs by eliminating virtually 
    all wasteful and potentially harmful traffic that 
    overloads company networks before reaching 
    your gateway

•  Network compatible as Secure e-mail works 
    with all mail infrastructure regardless of the 
    operating system and hardware

•  Highly scalable as it processes millions of 
    emails per day and allows you to pay as you 
    grow

•  99.95% spam detection accuracy and 99.9% 
    uptime guarantee

•  100% virus protection SLA

•  100% phishing protection SLA

•  Over 2500 different spam checks

•  Scans for attacks against known and unknown 
    security vulnerabilities

•  Automatically corrects messages on the fly and 
    quarantines dangerous sections of mails

•  Innovative mail queue and destination 
    management technology

•  SMTP transmission log view to quickly 
    diagnose potentially problematic emails

•  Whitelist and blacklist administration

•  Full audit trail of interface operations

•  Organisational and domain level management
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•  All-in-one The only local 
    provider to offer email, 
    contacts, calendar, tasks, 
    documents and archiving all 
    on a single platform

•  Supersized Mailbox With 
    a 25GB mailbox, managing 
    mailbox quotas and deleting 
    mails are no longer a daily 
    worry for end users

•  Outlook Compatible Cloud 
    Mail allows end users to 
    continue using their familiar 
    Interface so that they can 
    focus on their core business

•  Simple and Efficient Mail 
    Interface The modem user-
    friendly mail interface 
    provides end users with 
    functionality like tagging, 
    drag-and-drop, conversation 
    view and advanced search 
    options to manage their 
    mailboxes more efficiently

•  Increased Control 
    Administrators have full 

    control to manage user 
    accounts, email aliases, 
    calendar resources, archive 
    and discovery access and 
    distribution lists through 
    a full-featured web-based 
    administration interface

•  Greater uptime Enjoy 
    total peace of mind as your 
    messaging infrastructure 
    is monitored, maintained, 
    supported and backed by a 
    99.9% uptime guarantee

•  Total Integration Integrates 
    with your on-premise 
    Microsoft Active Directory 
    and LDAP services for 
    extended enterprise Single 
    Sign-on

•  Future Focused Cloud Mail 
    is future focused and ready 
    to deliver the next 
    generation in unified 
    communications as the 
    solution was designed to 
    provide built-in support for 
    CISCO, Mitel and other Voice 
    platforms

•  Native Archive Eliminate the 
    need for additional product 
    training, 3rd party 
    integrations and additional 
    mail complexity. With 
    native tamper-proof 10-year 
    unlimited storage archive 
    and discovery, Cloud Mail 
    delivers compliance, 
    simplicity and peace of mind 
    all-in-one

•  More secure Keep 
    dangerous email-borne 
    threats at bay with the 
    inclusion of Secure-mail 
    Services backed by 100% 
    virus protection and the only 
    100% punitive phishing SLA 
    offered in the market today

•  Comprehensive Migration 
    Process Data migration from 
    existing mail servers is 
    efficient and reliable with 
    proven migration 
    technologies and the 
    support of service team

WHAT ARE THE BENEFITS OF CLOUD BASED EMAIL?

EMAIL-AS-A-SERVICE
Introduction 

E-mail accounts for up to 80% of all business communication, the need 
for reliable email and collaboration services within an organisation 
has become of paramount and of importance. Cloud email is the only 
unified local solution that provides next-generation messaging and 
collaboration software, full email collaboration, shared calendaring, 
document sharing, task scheduling and native 10-year email 
archiving, all in one easy-to-use cloud platform.

In addition, the overwhelming complexity of managing high 
volumes of small communication with legacy on premise 

servers and systems can be resource intensive, costly 
and time consuming.
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WHAT IS THE VALUE PROPOSITION OF 
THE SERVICE?

Reduced TCO Save as much as 
80% in total costs compared to 
other collaboration and archiving 
solutions

No Setup Costs Simple set up 
within hours without incurring 
any unnecessary setup costs

Scalable The solution supports 
your business needs as your 
company grows while only 
paying for what you use

Industry Compliant Limit the risk 
of possible penalties for non-
compliance with free tamper-
proof 10-year unlimited storage 
email archiving and discovery

A B

C D
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VoIP SERVICES

VOICE OVER 
INTERNET 
SERVICE - VOIP
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Introduction 

Internet Solutions Web / SIP Trunk transmits 
voice communication sessions over IP 
networks, utilizing the client’s existing 

PBX infrastructure and internet / 
VPN connectivity.

What are the benefit of 
VOIP Services?

End-to-end Voice Solution 
The IS carrier grade Voice suite 
of VoIP-based solutions covers 
any type of call your workforce 
may need to make:

VOIP Interbranch
Make calls between branches 
of the same organisation on 
IS Network, as on-net calls 
delivered at a nominal rate but 
incur competitive rate on off-
Net call’s.

VOIP Cellular
Make calls to cellular phones on 
any mobile network, anywhere 
in Kenya, over the VOIP network 
at highly competitive rates.

VOIP Global
Make international calls over 
the VOIP network to any 
international destination, to 
either a fixed line or mobile 
phone.

VOIP Reporting
An online portal that delivers 
timeous and effective reporting 
on call types, duration, 
expenditure and telephony 
trends– at no extra charge. 
VOIP clients can choose the 
individual components of the 
service they require and change 
or add further components as 
their needs evolve.

What is the Value 
Proposition of the 
service?

•  VOIP will dramatically 
    enhance  your business’ 
    communication capabilities, 
    offering unparalleled 
    functionality over fixed-line 
    and traditional GSM mobile 
    telephony.

•  Cost Optimisation - VOIP is 
    far more cost-effective 
    that traditional fixed line 
    and mobile telephony 
    options, while also offering 
    the efficiencies of utilising

•  Flexibility and Scalability - 
    VOIP can route calls over 
    any connectivity medium in 
    different geographical areas

•  Reliable and Secure - The 

    Voice service uses Internet 
    Solutions MPLS network, so 
    you get high quality calls

PBX Requirements 

•  SIPv2 according to 
    RFC3261 
•  SIP port 5060 
•  G729 codec with no VAD 
•  20byte payload size 
•  RTP/UDP ports between 
    16384 and 32767 
•  Send E.164 format all 10 
    digits - both called and 
    calling number 
•  DTMF, use in-band 
    RFC2833 compliant method 
•  For failover, IP PBX needs 
    to monitor connection to SIP 
    gateway using SIP options, 
    and re-route to its PSTN link 
    when no reply is received. 

VOIP SERVICE 
OVERVIEW
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MPLS VPN

MANAGED VIRTUAL 
HOSTING  



Introduction 

Virtualised Hosting service has been specially 
constructed to provide a high performance, secure 
and scalable environment for the hosting of virtual 
machines within IS Data centres.

Organizations wanting to take advantage of the 
benefits of virtualisation are now able to do so, 
supported by a Certified and dedicated team of 

engineers maintaining an enterprise-server 
hardware platform coupled with the latest 

virtualisation technologies.

Benefits of Hosted Virtual Machines

•  Automated High Availability and Performance 
    Optimisation using VMotion & DRS
•  RAID protected SAN Storage
•  High Scalability
•  24x7 Monitoring and Support
•  Hardware Monitoring
•  Outsourced Firewall and MPLS/VPN 
    connectivity is available

Packages available 

What is the Value Proposition of the 
service?

•  Quick Provisioning of virtual machines
•  Cost Effective & Upgradeable Solution
•  Wide Range of Peripheral Services
•  Direct Connectivity to IS’s Largest Online 
    Business Community and Largest Converged 
    MPLS Network
•  No Capex
•  Resource capacity upgrade on demand
•  Pay for what you consume

  Virtual  Silver Tier 1

VM Silver T1 (1 x vCPU*, 2GB RAM, 
80GB SAN Storage)

High Availability & Performance 
Optimisation (VMotion and DRS)

Monitoring and Support 
(per Virtual Machine)

Hardware Threshold Monitoring

IS Outsourced Firewall

  Virtual  Silver Tier 2

VM Silver T2 (2 x vCPU*, 4GB RAM, 
120GB SAN Storage)

High Availability & Performance 
Optimisation (VMotion and DRS)

Monitoring and Support 
(per Virtual Machine)

Hardware Threshold Monitoring

IS Outsourced Firewall
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Virtual  Gold Tier 1

VM Gold T1 (4 x vCPU*, 8GB RAM, 
250GB SAN Storage)

High Availability & Performance 
Optimisation (VMotion and DRS)

Monitoring and Support 
(per Virtual Machine)

Hardware Threshold Monitoring

IS Outsourced Firewall

Virtual  Platinum Tier 1

 VM Platinum T2(4 x vCPU*, 16GB RAM, 
500GB SAN Storage)

High Availability & Performance 
Optimisation (VMotion and DRS)

Monitoring and Support 
(per Virtual Machine)

Hardware Threshold Monitoring

IS Outsourced Firewall

Virtual  Gold Tier 2

 VM Gold T2(4 x vCPU*, 8GB RAM, 
500GB SAN Storage)

High Availability & Performance 
Optimisation (VMotion and DRS)

Monitoring and Support 
(per Virtual Machine)

Hardware Threshold Monitoring

IS Outsourced Firewall

Virtual  Platinum Tier 2

  VM Platinum T2(4 x vCPU*, 32GB RAM, 
500GB SAN Storage)

High Availability & Performance 
Optimisation (VMotion and DRS)

Monitoring and Support 
(per Virtual Machine)

Hardware Threshold Monitoring

IS Outsourced Firewall

Note: A suitable 64 Bit Operating System must also be selected  (to allow the virtual machine to 
make use of the assigned RAM).



MPLS VPN

MANAGED VPN 
SERVICES 
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MPLS VPN is a private network 
that doesn’t pass over the 
Internet. It allows clients to 
communicate quickly and 
securely between different 
sites, over a robust network.

•  It offers different quality of 
    service (QoS) options:

        - A routing protocol 
 prioritises different 
 types of network traffic 
 in terms of how quickly 
 these need to be 
 delivered, and therefore 
 how much bandwidth 
 they should get.

        - Latency-sensitive traffic, 

 like voice and video, can 
 get preferential 
 treatment (i.e. more 
 bandwidth).

        - This results in a better 
 user  experience and a 
 better use of bandwidth.
•  It is faster and more 
    reliable than Internet Protocol 
    connectivity, which means 
    better response time and 
    application performance.

•  Clients get five classes of 
      service options, each catering 
    for different application 
    performance (Voice, Voice & 
    Video, Platinum, Gold & 
    Silver).

•  Offers connectivity options 
    which are very scalable.

•  Service levels cater for 
    availability, round trip time, 
    packet loss, jitter and router 
    service availability penned 
    on an SLA.

Introduction 

Organizations continuously continue to evolve 
by adopting cutting edge technology to ease 
their business operations and deliver services 
efficiently to their clientele. Connectivity i.e. 
between branches or shared resources and 
services are key and forms the foundation of any 
technology adoption.

MPLS VPN from Internet Solutions, allows you to 
communicate, share services and resources in a 
single managed platform, while guaranteeing
a business efficiency and security of their data 

while in transit.

What organizations 
should be aware of as a 
true MPLS VPN service

What is the Value 
Proposition of the 
service?

•  Maintain productivity by 
    ensuring critical applications 
    get top bandwidth priority.

•  Consolidate telecoms tools 
    with a unified 
    communications solution.

•  Control their network traffic 
    between locations.

•  Enjoy the benefits of 
    applications and converged 
    communication tools that 
    use voice and video by 
    being able to use these 
    tools effectively, without 
    delays or poor sound and 
    image quality.

•  Communicate quickly and 
    effectively, thereby improving 
    productivity.

•  Collaborate and innovate 
    across business locations.

•  Improve use of bandwidth, 
    as high and low priority 



What’s needed for it to run?

    traffic can “borrow” 
    bandwidth from each other 
    when needed inter class 
    burstability.

•  Improve disaster recovery by 
    being able to reconnect 
    remote sites to backup 
    locations virtually.

•  Control costs by having one, 
    unified network.
•  Protect information shared 

    over the network as data is 
    encrypted in line with 
    global MPLS VPN security 
    standards.

•  Cater for growth in volume 
    and complexity of services 
    that run over the network.

•  Cater for growth in sites – 
    it’s easy to add and 
    connect new sites and 
    remote workers.

•  Takes away the admin 
    headache:

        - one point of contact; one 
 service provider to deal 
 with
        - fully managed service
        - ClientZone portal to 
 view bandwidth 
 patterns
        - service level agreements 
 in place for availability
        - 24/7 support

MPLS VPN links to the client’s WAN (wide area 
network) through an on-site Client Edge router, 
provided and maintained by IS and leased to the 
client if required.

IS designs, 
configures and 
manages the service.

A B
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High level architecture view

IS Africa Undersea Coverage 



CYBER SECURITY

CYBER
RESILIENCE
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Below is a summary of assorted services and packing to 
suite your environment.

1. Security Assessment & Gap analysis

An organization needs an appropriate analysis 
to identify the gaps in systems and processes to 
help curb threats from both external and internal 
actors.  Having a roadmap laid out will smoothen the 
process of implementing the right security tools and 
practices in an environment for utmost continuity 
and resilience.
Features:
Redefining of current security structure and upscale 
to world class cyber security  standards.

Vulnerability Assessment of environment to identify 
loopholes in network and systems to discover 
prospective attack vectors and weaknesses.

2. Penetration Testing

A penetration test comes after a vulnerability 
assessment of an environment and aims to reveal 
the various ways loopholes found can be leveraged 
to take over systems and access critical data. This 
is performed from both an external and internal 
point of view to simulate a real attacker targeting 
an organization. Scope covers Network, Social 
Engineering, API Testing, Web, Cloud and Mobile 
Applications.

A Penetration Test or PenTest for short is broken 
down into 7 stages

 •  Pre-engagement Interactions
 •  Intelligence Gathering
 •  Threat Modelling
 •  Vulnerability Analysis
 •  Exploitation
 •  Post Exploitation
 •  Reporting

Introduction
The cyber threat landscape is ever changing and ways 
to minimize or eradicate the risks & threats does get 
more intricate with time. This is due to the complexity of 
what Cyber Security really entails and how to implement 
the right methodologies or use acceptable tools for the 
purpose of resilience. Organizations buy tools that they do 
not use effectively or have the right capacity to utilize them 
to maximum. They go for expensive firewalls, security 
appliances, anti-viruses, endpoint protection which do 
not match the environment thus still leave gaps to be 
closed as well as possibly adding more vulnerabilities and 
infrastructure.

Cyber threats have to be anticipated always and sufficient 
measures put in place to counter attack them proactively. 
Resilience is key to the success of an organization’s Cyber 
Security process and continuity. 

The right method to instrument a successful cyber 
resilience is to have a clearly defined and outlined Cyber 
Security Strategy & Roadmap. Majority do not get this right 
in trying to minimize risk which results in tackling Cyber 
Security issues Ad-Hoc. Confidentiality, Integrity and 
Availability sticks to be the main aim for an organization 
to keep always. Such a task requires the best expertise to 
keep up with latest threats and find means professionally 
to defeat cyber menace. 

Acquiring a cyber security engineer or personnel with 
multiple skills to tackle an organization’s issue list is 
becoming cumbersome. It tends to be too costly as well 
time consuming to identify such talent.

Internet Solutions Cyber team is a full-fledged pool of 
experts with over 15 years experience in the Cyber Security 
industry with distinct and unique skillset to respond to 
present and upcoming threats in the cyber space.

Our focus dwells on assessment, mitigation and resilience.
We aim to help change your Security  culture and structure 
through numerous services that include breach detection, 
denial of service mitigation, perimeter security, network 
security, endpoint security, email security,  application 
security, data security, real time fraud detection, forensic 
investigation as well as governance , policy management 
and implementation.



Information - 57%

Medium - 11%

Low - 23%

Important - 57%

The reporting at the end of a Pentest determines a scale 
of importance due to level of urgency for patches and fixes 
to be applied.

Internet Solutions Cyber team is made up of the qualified 
penetration testers who constantly research on the latest 
hacking methodologies to stay ahead of the curve and 
help customers stay secure.

Features:
  -  Using a range of tools and methodologies to find 
      vulnerabilities.

  -  Applying the best practices that is tailored to your 
     environment.

  -  Secure a network and systems to world class cyber 
     security standards.

3. Incident Response

The biggest question about Cyber Security to an 
organization is not 

“When will I be hacked” but rather “What will I do when 
I get hacked”.

Organizations discover breaches at various times and not 
equipped with the best practices or tools to soothe the 
effects of the attack. 

It is always important to have a clear view of the situation 
as well as an effective approach and plan of action.

Internet Solutions Cyber Division has a 24/7 Incident 
response team to help eliminate or curb the threat to as 
minimal as possible be it a minor or major breach.

Features:
  -  On-site/Remote response with customized software

  -  Carry out root cause analysis for the environment

  -  Establish & implement immediate remediation plan

  -  Expedite with critical decision making and business 
      continuity

4. Security Hardening

Security hardening is a process of mitigating vulnerabilities 
in an organization’s network infrastructure and system to 
be more sturdy during an attack.

Features:
         • Working with an employee of the organization to 
 redesign and close already discovered security 
 loopholes. 

         • Discussion on best practices during the hardening 
 process and knowledge transfer to the team to 
 build capacity. 

         • Detailed documentation of new process and 
 controls such as improved network topology 
 architcture and patches will be availed to support 
 the IT/Security functions.

5. Cyber Forensic Management

Cyber forensics helps an organization to uncover exact 
actions taken by a computer user or actions taken on a 
network and devices in an environment. This ranges from 
documents that were accessed, deleted, tampered with or 
systems and networks that gets altered. Actors in this can 
be a disgruntled employee or business competitor coming 
in the form or an attempted malicious intent or actions 
executed.

Vulnerabilities
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Internet solutions has the expertise to break down varying 
types of logs needed to expose Internal/External hacks 
and systems/network that has been compromised one 
way or the other.

Features:
         - Cyber Investigations of varying scenarios

        - In-Depth Data Forensics

        - Log analysis and high level easy interpretations

        - Advisory on mitigation steps.

6. Cyber Security Training

The biggest threat to an organization is caused by human 
error. Cyber security awareness to an ordinary user or 
engineers not equipped with the sufficient skills to combat 
evolving threats has become top of the problem list to 
organizations.

Internet Solutions Cyber team uses an unorthodox 
methodology to deliver the best Cyber Security training 
by doing Hands On training. 

This involves LIVE demonstrations depicting real life 
case studies in a controlled environment to make one 
understand these threats are as real as they get as well as 
ways to stop them.

Training is broken down into 3 Categories

Cyber Security to the C-Suite

Cyber Security today is not an IT issue but an enterprise-
wide risk management problem. The board needs to 
understand cyber risk management and risk treatment at 
a level that is not technical with operational statistics such 
as systems patched and details of vulnerabilities identified
within the enterprise. Communication is key to be 
able to get business running without interference 
between the CISOs and management.

This training is tailored to help understand Risk 
Mitigation, Risk Transfer, Risk Avoidance and Risk 
Acceptance in relation to the growing cyber threats.  
They will get a detailed understanding of where 
the crown jewels are, what attacks are most likely 
to occur and defend against those, coupled with 
the above is a general awareness training to know 
the new cyber threats and how one can be defend 
themselves.

General User Awareness

Users are one of the weakest link in an organizational 
structure. Compromising a single user gives a hacker 

access to corporate network and obtain critical 
information. This Training focuses on showing old and 
new hacking methods, the latest vulnerabilities being 
exploited in the wild and how a user can safeguard 
against them. Topics of discussion includes:

•  Definition of Cyber Security

•  Data Confidentiality, Integrity and Availability

•  Online Security Basics

•  Differentiating Public and Private information

•  Basic System, Network & Physical Security

•  Advanced Social Engineering craftsmanship

•  Deep reconnaissance techniques on an 
    organization

•  Social Media exposure for exploitation

•  Advanced Phishing being used in present attacks

•  PCI / DSS for the End User

Technical Offensive/Defensive Training

Internet Solutions Cyber Security training gives a 
technical person an introduction to ethical hacking 
with hands on experience using real life scenarios 
presented to be tackled. 

This course gives one an in-depth understanding 
of what is involved in vulnerability assessment & 
penetration testing for future replication.

Topics to be covered include ;

-  OSINT (Reconnaissance, Enumeration & 
    Footprinting)

-  TCP/IP Stack

-  Web/Mail Servers Exploitation and Defence

-  Web Applications (OWASP TOP 10)

-  UNIX/ Windows

-  Injection attacks

-  Network attacks

-  Exploitation of services 



Custom tools, scripts, research and wide range of 
virtual labs will be provided for continuous practice 
even after the training.

7. Outsourced Managed Security Services 

Security professionals are expensive to hire and 
costly to maintain .The quality of skills they hold is also 
limited depending on the specialization of expertise 
.Internet solutions offers an option of outsourced 
cyber security services with the listed services but 
not limited to ;

Cyber Resilience Strategy Development 
·  Internal Audits - Gap Analysis and Risk Profiling 
·  Access Control Management (Physical and Logical) 
·  Secure Network and System Architecture Review 
·  General Advisory on Cyber Security matters and 
   Third-party engagements (SLA negotiations) 
·  Review and Advisory on Governance, Structure 
   and Documentation 
 

Host AI Vulnerability Scanning     
·  Security Incident & Event Management (SIEM) 
·  Hosts Vulnerability Scanning with a Detailed 
   Monthly report (Technical and Business Impact 
   Analysis).

This includes Web Application, Databases, Systems 
and Networks using customized Artificial Intelligence 
tools that identify various vulnerabilities on a target 
with remediation procedures. 
  

Cyber Resilience Training and Penetration 
Testing 

·  Cyber Security Awareness Training  
·  1 Full Internal Infrastructure Penetration Testing of 
   the Infrastructure 
·  Incident Response and Business Continuity 
   Planning (Unlimited Email correspondence)

What is the Value Proposition of the 
service?

•  Secure business environment to conduct online 
    transactions
•  Increased brand value as a result of customer trust
•  Complimenting of an existing Cyber Security team 
    or 
•  Knowledge transfer from the Internet Solutions 
    Cyber team
•  Reduced cost to actualizing Cyber security
•  Timely mitigations to evolving threats
•  Compliance with SASRA regulation, CBK 
    guidelines and best practices.

Cyber Security Products and Solutions

Cyber Threats Intelligence

For an interconnected environment, analysing 
traffic in and out of the all devices connected gets 
combasome. Harnessing and Analysing all data or 
traffic to know the best action to take for an event 
cannot be done manually due to the various nature 
of all attacks. Threat intelligence needs to transform 
thousands of threats of various kinds into automated 
security action and ease drilling down to a root cause.

This is achieved by using Artificial Intelligence and 
Data Mining techniques to not only focus on known 
threats but unusual behaviors as well.

Threat Intelligence Center actively helps an 
organization to gain valuable insights in the mindset 
and attack methods of adversaries to interrupt 
activities, disrupt communication chains, resolve 
weaknesses, and strengthen business assets against 
future attacks. 

Our Security Operations Center will frequent Reports 
that includes:

•  Application Vulnerabilities: Observed unique and 
    most pervasive IPS exploit behavior
•  Database & File Activity Monitoring: Checking 
    sensitive files changes and database queries
•  Malware and Botnet Activity: Ranked malware and 
    interesting botnet command & control activity
•  Malicious Web Activity: Most common web threats 
    and phishing techniques

Infrastructure and Endpoint Security

In the current evolving threat landscape and spread 
of malwares traditional antivirus file scanning just 
doesn’t cut it anymore. File scanning and removal by 
Heuristics and signature based detection gets to be 
bypassed by new hacking methodologies. 

Your goal is now to prevent threats from reaching 
your devices, stop them before they run, detect them 
if they have bypassed preventative methods, and 
not just clean up malware, but analyze and undo 
everything it does to your endpoints.

Privileged Session Management

There is a need to reduce risk of data breaches 
associated with privileged accounts in an 
organization. Insider threats from trusted employees 
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are becoming more prevalent thus calls for a real time 
visibility of system being accessed. 

Our Privileged access management tool assists in 
Privileged Identity Theft, Protection against Privileged 
Insider Threats and Faster Incidence response.

It also facilitates compliance with standards and 
regulations such as ISO 27001 where there is a call 
for controlling and auditing privileged access.

Data Loss Prevention

Sensitive data on laptops and other devices needs 
to be protected from unauthorized access within or 
outside an organization. Data Loss Prevention uses 
strong encryption modules to protect data at rest 
and on transit from Endusers devices. It prevents 
data leakage and gives clear visibility of activities for 
compliance and forensics. Data protection operations 
such backup, content indexing, deduplication gets to 
be done with ease with Data Loss Prevention inline 
with the policies and guidelines of the company.

Agile Breach Detection

Could your corporate network be compromised 
without you knowing it? 

How long would it take before you found out?

Even if you have the best security products and 
services, the reality is that smart attackers can move 
around your network for days, months or even years 
without being detected. By the time you know they’re 
there, a lot of damage could have been done.

Honeypot systems help you to identify security 
breaches quickly, but some of these systems can be 
difficult to set up and maintain.

Breach Detection can be set up in just a few minutes 
and is instantly on the lookout for attack patterns 
that adversaries are trying against your  network.

Governance, Risk and Compliance (GRC)

Implementing a comprehensive and innovative 
governance, risk, and compliance (GRC) program 
enables organizations to address the multiple factors 
that are essential in managing and controlling 
cybersecurity risk . This includes factors such as:
 
  1.  Evaluation of Cybersecurity Inherent Risk
  2.  Enterprise Risk Management and Oversight
  3.  Threat Intelligence and Collaboration
  4.  Data Classification and Risk-Based Controls

  5.  External Dependency and Vendor Risk 
       Management
  6.  Cyber Incident Management and Resilience 
       (BCP/DR)
  7.  Information Sharing
  8.  Social Engineering and Insider Threats
  9.  Data Loss Prevention (DLP)
  10.  High number of control failures
  11.  Fragmented risk and compliance functions
  12.  Ineffective use of GRC
  13.  Process standardization
  14.  Cost reduction

By adopting an effective GRC strategy, executives 
and risk leaders are able to challenge the way they 
think about, respond to, and manage cyber risk. 
Internet solutions help you understand the risks 
related to your business strategy and how to best 
respond to those risks. Our approach takes into 
account our clients risk strategy based on business 
objectives, risk tolerance and treatment, investments 
and operating model to determine the overarching 
risk landscape and strategic enablers (i.e., people, 
process, controls and technology). This holistic 
approach creates a structure to readily respond to 
new risk, compliance, and regulatory needs.

Breach & Attack Simulation

Security products fail due to Efficacy and lack of 
appropriate implementation. 

An environment can have all the firewalls, incident 
management tools and endpoint security but if not 
well configured, an attacker will be able to bypass 
and exploit the environment by traversing through a 
corporate network.

Internet Solutions team conducts adversary 
simulation that factors in:

•  Breadth and Depth coverage of an attack
•  The sophistication of the attack (Ability to evade 
    discovery or defeat controls)

The outcome of the simulation covers:

•  Privilege escalation on a workstation (emulating a 
    malware infection on a single host)
•  Scanning adjacent systems to explore the network 
    and look for potential pivot points
•  Further privilege escalation and adjacent scanning
•  Command and control (C2) traffic, allowing the 
    attacker to control malware behavior 
•  The eventual exfiltration of valuable customer data
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Linking Businesses

INFO-CONNECT
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XX

Single link to access 
multiple service 

providers

Head office

Pre-amble

Description of the service Value Proposition of Info-Connect

•  Market research shows that a 
number of companies are connecting 
directly to several service providers. 
This incurs duplicate connectivity 
infrastructure costs, as well as the 
costs associated 
with managing the various links.

•  Connectivity is a prerequisite 
to any business transaction; be it 
Internet Banking, Mobile Banking, 
credit vetting, Credit Scoring bulk 
SMS provider or Regulatory policy 
provider.

•  Quality of Service as per clients’ needs
•  Reduced Cost
•  Multi-circuit Redundancy capability
•  Risk Mitigation
•  Secure, fast and dedicated service
•  Service aggregation over a single link
•  Based on IS’ resilient MPLS service
•  Managed service

•  A seamless connection 
    between an organization   
    and their service providers 
    by ensuring that the 
    organization is able to 
    conduct business and critical 
    tasks in an  efficient and 
    reliable way without 
    duplicating network 
    infrastructure. 

•  This service is built on IS’
    MPLS VPN secure network 
    service

•  One point of contact for all 
    connectivity requirements

•  IS will manage the service 
    end to end
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Info-Connect features

How Info-Connect works

IS Info-Connect Current Content and Platform providers

•  Access to Services and applications providers such as: Credit vetting and Scoring 
    platforms, Internet and Mobile Banking Platform, Bulk SMS, Policy and Regulators, 
    Tax and Compliance

•  The Service operation center is available 24/7/365 to support the service
•  Access to the Client Zone Portal that provides clients with statistics, the ability to 
    log service requests and validate services

•  Secure seamless connectivity to a range of service providers
•  Eliminates the need to have multiple connection to different service providers

•  Enables greater optimization of an organization’s network in terms of 
    cost-effectiveness, processes efficiencies and improved bandwidth utilization, 
    between an organization and multiple content providers.

•  Info-Connect service is designed to maximize IS customer’ current connectivity 
    infrastructure by embedding critical content and information with a secure access 
    service.

- Craft Silicon, - Cellulant, - Kennex, - Kenswitch , - KRA, - CRB , - Metropol , - Interswitch, 
- CorpTrust, - CoreTec  
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Contact Us
We want to hear from you. 

Get in touch with us www.is.co.ke/contact-us/

Purshottam Place,
Westlands Road

3rd, 4th & 6th Floor

LOCATION PHONE EMAIL WEBISTE

+254 20 360 00 00 sales@is.co.ke www.is.co.ke

Join the conversation


